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Abstract

Few fields possess a text as foundational as New Directions in Cryptog-
raphy [1], which presents a key agreement mechanism today known as the
Diffie-Hellman Key Exchange (DHKE). The protocol remains relevant in
modern cryptographic applications and works by having two parties calcu-
late powers of some agreed-upon group element, say g%, g® for g a generator
of a cyclic group. Upon receipt of the group element g” the first party can
calculate (g”)* = g“; similarly, the second party will also arrive at g?*. If
the parties keep their respective exponents a, b secret, they can send the val-
ues g%, g” in the clear without compromising security - assuming, roughly
speaking, that it is computationally expensive to recover an exponent x from
knowledge of the generator g and a group element g*. This problem is known
as the discrete logarithm problem (DLP), and can be reduced to a more gen-
eral problem called the hidden subgroup problem.

Today, the security of DHKE is threatened by Shor’s algorithm [2],
which is able to efficiently solve the hidden subgroup problem in at least
finite abelian groups; i.e., the platform originally proposed for use with
DHKE. Since there is a reduction of DLP to a hidden subgroup problem,
we consider DHKE to be extremely vulnerable to quantum attack. To this
end, the National Security Agency (NSA) announced plans in 2015 to up-
grade security standards to so-called ‘post-quantum’ protocols. In this paper
we survey the proposed instances and cryptanalysis of one such protocol.

Armed with the machinery of a more complicated, non-abelian group
structure called the semidirect product, we define a key exchange mecha-
nism known as semidirect product key exchange (SDPKE). The proposal in
its full generality first appears in [3], although a revised version suggesting
a new platform was later published [4].



Since we have fixed our attention of schemes of a particular syntax the
main customisable parameter for authors of new proposals is the choice of
platform; which in turn, by construction of the semidirect product, depends
on a choice of group and automorphism.

In general the literature proceeds somewhat chronologically as new plat-
forms are offered in response to cryptanalysis exploiting some mathematical
property of a previously proposed platform. Each proposed platform is some
semigroup of matrices; for each proposal we will be required to add, scale
and multiply matrices, which in turn means the entries of the matrices must
come from a semiring where we have a notion of arithmetic. In particular
we do not require division or even subtraction - indeed it has been desirable
to specifically preclude the existence of such inverses, essentially because
much of the cryptanalytic work has a rather linear algebraic flavour, and
many of the results in linear algebra used to attack the schemes are much
less powerful in the less structured contexts we consider.

The original proposal in [3] uses matrices over group rings of the form
Zp|G] where G is non-abelian; this turned out to be vulnerable to a powerful
kind of linear algebraic attack developed in [5]; for a special case exam-
ination see [6]. The proposal was updated in [4] to matrices over a field
occurring as a certain kind of p-group, which makes the attack of [6] much
less efficient.

Matrices over the semiring sometimes known as the tropical or min-plus
algebra are considered in [7], partly with the aim of removing some of the
linear vulnerability in the above; however, the resulting platform turned out
to have a damaging partial order which reduced key recovery, essentially,
to binary search [8]. A similar, faster algorithm with a small probability of
failure is presented in [9].

The scheme in [7], unlike the original proposal, actually considers ma-
trices under the local notion of addition. Similarly, in [10], one considers
the set of matrices over a finite field under addition with an endomorphism
defined by multiplication. This mixing of operations seems to defeat the
type of attack developed in [5]; however, a new type of attack is introduced
in [11] which makes use of an equation known as the telescoping equality.
The fact that the platform is additive and a full group render [10] particularly
vulnerable to this type of attack.

Most recently, in [12], a platform of matrices over a semiring via Boolean
algebra has been proposed, with properties that seem to thwart the main
types of attack strategy proposed thus far. An attack achieving key recovery
has been published [13], but seems to rely on the specific choice of auto-
morphism; that is, does not exploit an inherent weakness of this type of



platform.

The presence of some rarities serving as platforms, many of which are
not well-understood, means the scope of further research in the mathemati-
cal cryptanalysis of these proposals is quite large. In particular we include
in the survey some of the authors’ own contributions to the area: in [14] we
show that the attack in [11] is actually more powerful than claimed; in [15]
that the general telescoping equality-type attack is computationally infeasi-
ble to carry out against [12].
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