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Abstract

In cryptography most famous protocols (RSA, Diffie-Hellman, and el-

liptic curve methods) depend on the structure of commutative groups and
they are related to the difficulty to solve integers factorization and discrete
logarithms. In 1994 Shor provided a quantum algorithm that solves these
problems in polynomial time. For this reason, researchers were motivated
to find alternative methods for constructing cryptosystems. One of them
is based on non-commutative cryptography, which does not operate over
the integers. Hence, for security reasons, in the last decade new cryptosys-
tems and key exchange protocols based on non-commutative cryptographic
platforms have been developed and the complexity of algorithmic problems
have made available families of groups as platform groups for cryptographic
protocols.
The purpose of this talk is on the one hand to survey some algorithmic prob-
lems in group theory motivated by cryptography. On the other hand, to
present the actual state of some group based cryptography. We will mainly
focus on the class of Engel groups and braid groups, presenting new results
and some open problems with a view towards applications to cryptography
(see [1, 2, 3]). For this reason, in the following we will explain more in
details algorithmic problems in groups, Engel groups, and braid groups.

Algorithmic problems in groups

The area of group theory that studies group as combinatorial objects (us-
ing group presentation with generators and relators) is called combinatorial
group theory, and it has been studied in order to find solutions to decision
problems (problems with “yes” or “no” answer). To understand better this,
we first need some preliminary definitions.



Let X = {xi,...,x,} and X' = {x;',...,x;'}. A word w in the set
X UX~!is freely reduced over X if it contains no adjacent symbols xx~!
or x~'x. The free reduction of a word w on X¥ is obtained by replacing all
subwords xx~! or x~!x from w by the empty string to form its free reduction.
The resulting word is called the free reduction of w. Given two words w, w’
on X*, we write w ~ w' to denote that the free reductions of w and w’ are
the same. For example: abb~'b ~ aa~'ab~'bb ~ ab.

We define the free group F(X) by the set of freely reduced words on X,
where the multiplication of two elements w,ws € F(X) is the free reduction
of the word wyw,. The identity element in F (X) is the empty string €. Given
a set R of words from F(X), we let ((R)) denote the subgroup of F(X) gen-
erated by all conjugates of the elements from R. We say that a group G has
the presentation (X | R) if it is isomorphic to the quotient group F(X)/{((R)).
We write G = (X | R). The elements from R are called the relations of the
presentation. If both X and R are finite then we say that (X | R) is a finite
presentation. Roughly speaking, the presentation (X | R) indicates that we
can take words from F (X) and delete or insert subwords from ((R)) without
changing the element of the word represents in G.

With this in mind, given a group G = (X | R), we can define the following
three decision problems introduced by Dehn in 1911:

* Word Problem: For any g € G, determine if g is the identity element
of G.

* Conjugacy Problem: For any x,y € G, determine if x and y are conju-
gate.

e Isomorphism Problem: Let G and G’ be groups given by finite presen-
tations, determine if G is isomorphic to G'.

The above Dehn decision problems have a dual in the form of a search
problem, that is a problem in which the solution gives an element of the
group as a witness to the positive answer. For example, given a group G and
a,b € G where a is a conjugate of b, the conjugacy search problem is the
problem to find an element ¢ € G such that a¢ = ¢~ 'ac = b.

Engel group-based cryptography

Engel groups play an important role in group theory since these groups are
closely related to the Burnside problems. We recall that an element g of a
given group G is said to be right Engel if for every x € G there exists an
integer n = n(g,x) > 1 such that [g, ,x] = 1, where the commutator [g, ,x] is



defined recursively by the rules [g,x] = g~ '¢* and

[gnx] = [g,x,. 7., x] = [[g,x,"~ 1, x], %]

if n > 1. Similarly, g is a left Engel element if the variable x appears on the
left. A group is said to be an Engel group if all its elements are right Engel
or, equivalently, left Engel.

We will present the state of the art of Engel group-based cryptography and
propose several open problems.

Braid group-based cryptography

Braid groups were first defined by Artin in 1947. A braid group %, on n
strands is the group with the following presentation:

'@n: <617627"‘7Gn—1

O'iGjG,‘ = GjO'iGj, ’i—j’ =1 >
0;0; = 00, |l—]’>1

Graphically a braid on n strands can be seen as a collection of n paths in a
cylinder joining n distinguished points at the top of the cylinder with n points
at the bottom, with the restrictions that the paths do not touch each other and
run monotonically in the vertical direction. We can obtain the product of
two braids by gluing the bottom of the first braid cylinder with the top of the
second braid cylinder. In this setting, a generator o; is the braid in which
only the strands i and i+ 1 cross once, and its inverse Gfl is the braid in
which the strands i and i 4 1 cross in the opposite sense. (See Figure 1).
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Figure 1: How to multiply the braids 010, 261 and o3.
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In the past decades, braid groups attracted a lot of attention in cryptography,
in particular for authentication schemes and digital signatures. Among oth-
ers, we will present some protocols based on the root extraction problem in



braids. The root problem is a decision problem that asks whether given a
braid B and an integer k, there exists a braid o such that af = B. We will
first go through an historical overview of the approaches to this problem and
then we will describe the proposed cryptosystems that claim to be based on
this problem. We will see that some of them can be attacked without solving
the root extraction problem and that others are not safe if the parameters are
not carefully chosen.
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